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(1) Identifying the listed names of
subscribers of a carrier and such sub-
scribers’ telephone numbers, addresses,
or primary advertising classifications
(as such classifications are assigned at
the time of the establishment of such
service), or any combination of such
listed names, numbers, addresses, or
classifications; and

(2) That the carrier or an affiliate has
published, caused to be published, or
accepted for publication in any direc-
tory format.

(h) Telecommunications carrier. A tele-
communications carrier is any provider
of telecommunications services, except
that such term does not include
aggregators of telecommunications
services (as defined in 47 U.S.C.
226(a)(2)).

§ 64.2005 Use of customer proprietary
network information without cus-
tomer approval.

(a) Any telecommunications carrier
may use, disclose, or permit access to
CPNI for the purpose of providing or
marketing service offerings among the
categories of service (i.e., local, inter-
exchange, and CMRS) already sub-
scribed to by the customer from the
same carrier, without customer ap-
proval.

(1) If a telecommunications carrier
provides different categories of service,
and a customer subscribes to more
than one category of service offered by
the carrier, the carrier is permitted to
share CPNI among the carrier’s affili-
ated entities that provide a service of-
fering to the customer.

(2) If a telecommunications carrier
provides different categories of service,
but a customer does not subscribe to
more than one offering by the carrier,
the carrier is not permitted to share
CPNI among the carrier’s affiliated en-
tities.

(b) A telecommunications carrier
may not use, disclose, or permit access
to CPNI to market to a customer serv-
ice offerings that are within a category
of service to which the customer does
not already subscribe to from that car-
rier, unless the carrier has customer
approval to do so, except as described
in paragraph (c) of this section.

(1) A wireless provider may use, dis-
close, or permit access to CPNI derived

from its provision of CMRS, without
customer approval, for the provision of
CPE and information service(s). A
wireline carrier may use, disclose or
permit access to CPNI derived from its
provision of local exchange service or
interexchange service, without cus-
tomer approval, for the provision of
CPE and call answering, voice mail or
messaging, voice storage and retrieval
services, fax store and forward, and
protocol conversions.

(2) A telecommunications carrier
may not use, disclose or permit access
to CPNI to identify or track customers
that call competing service providers.
For example, a local exchange carrier
may not use local service CPNI to
track all customers that call local
service competitors.

(c) A telecommunications carrier
may use, disclose, or permit access to
CPNI, without customer approval, as
described in this paragraph (c).

(1) A telecommunications carrier
may use, disclose, or permit access to
CPNI, without customer approval, in
its provision of inside wiring installa-
tion, maintenance, and repair services.

(2) CMRS providers may use, disclose,
or permit access to CPNI for the pur-
pose of conducting research on the
health effects of CMRS.

(3) LECs and CMRS providers may
use CPNI, without customer approval,
to market services formerly known as
adjunct-to-basic services, such as, but
not limited to, speed dialing, com-
puter-provided directory assistance,
call monitoring, call tracing, call
blocking, call return, repeat dialing,
call tracking, call waiting, caller I.D.,
call forwarding, and certain centrex
features.

(d) A telecommunications carrier
may use, disclose, or permit access to
CPNI to protect the rights or property
of the carrier, or to protect users of
those services and other carriers from
fraudulent, abusive, or unlawful use of,
or subscription to, such services.

[63 FR 20338, Apr. 24, 1998, as amended at 64
FR 53264, Oct. 1, 1999]

EFFECTIVE DATE NOTE: At 64 FR 53264, Oct.
1, 1999, § 64.2005 was amended by revising
paragraph (b)(1), removing paragraph (b)(3),
and adding paragraph (d). These paragraphs
contain information collection and record-
keeping requirements and will not become
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effective until approval has been given by
the Office of Management and Budget.

§ 64.2007 Notice and approval required
for use of customer proprietary net-
work information.

(a) A telecommunications carrier
must obtain customer approval to use,
disclose, or permit access to CPNI to
market to a customer service to which
the customer does not already sub-
scribe to from that carrier.

(b) A telecommunications carrier
may obtain approval through written,
oral or electronic methods.

(c) A telecommunications carrier re-
lying on oral approval must bear the
burden of demonstrating that such ap-
proval has been given in compliance
with the Commission’s rules in this
part.

(d) Approval obtained by a tele-
communications carrier for the use of
CPNI outside of the customer’s total
service relationship with the carrier
must remain in effect until the cus-
tomer revokes or limits such approval.

(e) A telecommunications carrier
must maintain records of notification
and approval, whether oral, written or
electronic, for at least one year.

(f) Prior to any solicitation for cus-
tomer approval, a telecommunications
carrier must provide a one-time notifi-
cation to the customer of the cus-
tomer’s right to restrict use of, disclo-
sure of, and access to that customer’s
CPNI.

(1) A telecommunications carrier
may provide notification through oral
or written methods.

(2) Customer notification must pro-
vide sufficient information to enable
the customer to make an informed de-
cision as to whether to permit a carrier
to use, disclose or permit access to, the
customer’s CPNI.

(i) The notification must state that
the customer has a right, and the car-
rier a duty, under federal law, to pro-
tect the confidentiality of CPNI.

(ii) The notification must specify the
types of information that constitute
CPNI and the specific entities that will
receive the CPNI, describe the purposes
for which CPNI will be used, and in-
form the customer of his or her right
to disapprove those uses, and deny or
withdraw access to CPNI at any time.

(iii) The notification must advise the
customer of the precise steps the cus-
tomer must take in order to grant or
deny access to CPNI, and must clearly
state that a denial of approval will not
affect the provision of any services to
which the customer subscribes.

(iv) The notification must be com-
prehensible and not be misleading.

(v) If written notification is provided,
the notice must be clearly legible, use
sufficiently large type, and be placed in
an area so as to be readily apparent to
a customer.

(vi) If any portion of a notification is
translated into another language, then
all portions of the notification must be
translated into that language.

(vii) A carrier may state in the noti-
fication that the customer’s approval
to use CPNI may enhance the carrier’s
ability to offer products and services
tailored to the customer’s needs. A car-
rier also may state in the notification
that it may be compelled to disclose
CPNI to any person upon affirmative
written request by the customer.

(viii) A carrier may not include in
the notification any statement at-
tempting to encourage a customer to
freeze third party access to CPNI.

(ix) The notification must state that
any approval, or denial of approval for
the use of CPNI outside of the service
to which the customer already sub-
scribes to from that carrier is valid
until the customer affirmatively re-
vokes or limits such approval or denial.

(3) A telecommunications carrier’s
solicitation for approval must be proxi-
mate to the notification of a cus-
tomer’s CPNI rights.

[63 FR 20338, Apr. 24, 1998, as amended at 64
FR 53264, Oct. 1, 1999]

EFFECTIVE DATE NOTE: At 64 FR 53264, Oct.
1, 1999, § 64.2007 was amended by removing
paragraph (f)(4). This amendment contains
information collection and recordkeeping re-
quirements and will not become effective
until approval has been given by the Office of
Management and Budget.

§ 64.2009 Safeguards required for use
of customer proprietary network
information.

(a) Telecommunications carriers
must implement a system by which the
status of a customer’s CPNI approval
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